Abstract -This paper introduces the reverse engineering technique for Windows operating system software program. In general, SW programs are object codes, so reverse engineering is easier than other engineering fields. Reverse engineering techniques for programs running on the Windows operating system perform at the system level and at the code level. Reverse engineering of programs running on these Windows operating systems makes it possible to use various tools. This paper also introduces these tools. On the other hand, it is easy to understand the structure of programs through reverse engineering, which involves various intellectual property rights. This paper seeks to approach purely technological viewpoint apart from such intellectual property rights issues.
I. INTRODUCTION
Reverse engineering, also called back engineering, is the processes of extracting knowledge or design information from anything man-made and reproducing it or reproducing anything based on the extracted information. In general, SW programs are object codes, so reverse engineering is easier than other engineering fields. Therefore, it is a tendency to apply various technologies to prevent application of reverse engineering to SW programs. Software anti-tamper technology alike obfuscation is used to deter both reverse engineering and re-engineering of proprietary software and software-powered systems.
The reverse engineer can generate similar code through analysis of existing program code. It uses code in his own programs or modifies an existing program to perform in other ways. In some cases, based on knowledge gained through reverse engineering techniques, they can develop SW programs that are superior to existing technologies. But the most important is that one can get extremely useful ideas by observing how other programmers work and think, thus improve his skills and knowledge. Commonly used reverse engineering techniques are simple cases such as serial number required by shareware SW or paid SW To do this, they attempt to do reverse engineering on a specific program code by decompiling existing object programs. To crack a program, means to trace and use a serial number or any other sort of registration information, required for the proper operation of a program. Therefore, if a shareware program requires a valid registration information, a reverse engineer can provide that information by decompiling a particular part of the program. In general, these actions are not legitimate and reasonable. It is an act of stealing the other's knowledge. However, this reverse engineering has developed along with the development of human technology. Reverse engineering techniques for programs running on the Windows operating system require specialized knowledge of the computer and the program. It also requires the ability to analyze codes extracted by reverse engineering.
In this paper, we study and summarize the existing reverse engineering techniques for SW programs running on the Windows operating system. Section 2 describes related researches. Chapter 3 explains the file formats used in the Windows operating system. Section 4 describes the reverse engineering tools. Chapter 5 explains the advantages and disadvantages of reverse engineering. Finally, I conclude in Chapter 6.
II. RELATED STUDIES
There are various researches related to reverse engineering technology. Researches for reverse engineering conducted in a variety of approaches. The process of reverse engineering techniques generally bases on the original code, and obtains the desired results using various reverse engineering analysis tools. In general, those who perform reverse engineering want to get the same source code that the original program is running. The following Fig. 1 shows the process of reverse engineering.
Fig. 1 Reverse Engineering Process
The above Fig. 1 shows a general reverse engineering process. Generally, reverse engineering is done using executable files that run on the Windows operating system. Reverse engineering techniques are applied to executable programs running on Windows operating systems. There is a reverse engineering form that grasps the overall program structure for executable programs. In some cases, you may want to obtain a detailed operating code for some functions of the executable program. In such cases, disassembly or reverse engineering of the source code level may be performed.
Reverse engineering performs as shown above Fig. 1 . The person performing reverse engineering uses various tools to perform reverse engineering. By using the tools that can perform reverse engineering, he can perform the desired reverse engineering. In general, the goal of most reverse engineering users is to achieve a complete source code. However, technologies related to tools for performing reverse engineering are evolving, but there is no case where a complete source code can be obtained. Executable programs are also not vulnerable to reverse engineering when generating final object code.
In general, the reverse engineering techniques are divided into two types. One is to understand the overall structure of the program and to understand the detail behavior of the program. System level reverse engineering approach helps to understand program structure. The other is code level reverse engineering, and code level reverse engineering approaches help to understand the behavior of specific functions [1, 2] .
System level reverse engineering techniques are used to identify the overall structure of the program.
System-level reverse engineering techniques use various analysis tools to collect program-related data through analysis of program structure and input/output values in various operating system environments.
It is the operating system related part that is influenced greatly by program operation structure. Therefore, in the case of system level reverse engineering, the analysis of the functions related to the kernel becomes priority. In recent years, researches on prevention techniques of reverse engineering have actively carried out to prevent side effects due to reverse engineering. It is also a tendency to develop reverse engineering technology in the area of hardware design. A computer operating system, particularly a Windows operating system, is usually used by individual users, and it is an environment in which an application program runs.
If you understand the structure of Windows operating system, reverse engineering of application program is not difficult. The following Fig. 2 shows the structure of the Windows operating system.
Fig. 2 Structure of Windows Operating System
In addition to system level reverse engineering, there are code level reverse engineering. Code level reverse engineering works on a very small amount of code, unlike system level reverse engineering. This is done through an analysis of the programs that actually work in a variety of situations. Codelevel reverse engineering works on program code, which is a very small unit. Most of the programs running on the Windows operating system are object codes generated by a complex linkage by the compiler.
Performing reverse engineering on code generated by the compiler is likely to be a complex and difficult process. Some cases applies code obfuscation techniques to prevent attempts on reverse engineering. However, reverse engineering techniques go beyond obfuscation technology in recent years. They often use the disassembler technique as code level reverse engineering.
A disassembler is a computer program that translates machine language into assembly language. Disassemblers typically produce assembly language in human-readable code in the target program code. The disassembler goes through the reverse of the assembler. There are many disassembler tools.
The de-compiler is a code level reverse engineering technique. What most reverse engineers want is a form of de-compiler. The de-compiler converts the target program code into a human-readable high-level programming language [5, 6] .
It would be nice if we can converted to a complete high-level programming language through a decompiler, but it is practically impossible. It just suggests an approximate form of output. It can perform reverse engineering closer to the function of the original code through the disassembler type rather than the de-compiler type.
III. PROGRAM FILE FORMAT on WINDOWS OPERATING SYSTEM
There are many file formats available for Windows operating systems. In order to perform reverse engineering on a Windows operating system, it is necessary to know the format of the program running on the Windows operating system. The following shows the format of the executable file used by the Windows operating system. It is the format used in the DJGPP 32-bit environment for DOS.
ELF(Executable and Linkable Format)
This file executable format is a popular format for UNIX operating systems.
Relocatable Object Module Format (OMF)
This is the old Microsoft format for x86 executable files.
In order to perform reverse engineering for an executable program running on a Windows operating system, we must analyze accurately the format of the executable file. The above Table 1 shows the format of the executable file running on Windows. In general, PE format is widely used as the format of a program running on a Windows operating system. Programs that run on most Windows operating systems are predominantly PE format.
IV. REVERSE ENGINEERING TOOL
A variety of reverse engineering tools are available for executable programs running on Windows operating systems. The following is a Table 2 of reverse engineering tools for executable programs running on the Windows operating system. It is a reverse engineering program that decompiles executables written in C programs. It reads a Windows executable file. REC attempts to produce a Clike representation of the code. JAD It is a reverse engineering tool to decompile programs written in Java.
There are a lot of reverse engineering tools. Among them, I introduced what is commonly used. Next, I introduce only some of the reverse engineering tools introduced in the Table 2 above. The HHD Hex editor allows you to edit binary programs in hexadecimal format. HHD Hexa editor is large files(~1GB) optimized binary file editor for Windows platform developed by HHD Software Ltd. And, it has a function to edit binary data [3, 4] . The following shows the execution screen of the HHD Hex editor.
Fig. 3 HHD Hexa Editor Execution Screen
WinHex editor is a hexadecimal editor that allows you to analyze binary files with WinHex reverse engineering tools. WinHex is in its core a universal hexadecimal editor, particularly helpful in the realm of computer forensics, data recovery, low-level data processing, and IT security. It is a tool that also has the function of data reverse engineering tools but has data forensic function. Next Fig. 4 is WinHex editor execution screen.
Fig. 4 WinHex Editor Execution Screen
OllyDbg is a reverse engineering tool developed for program debugging. The OllyDbg reverse engineering tool has various functions. It has a function to execute the program that is loaded for debugging. OllyDbg Reverse engineering tools can use a variety of plug-in functions. The OllyDbg reverse engineering tool shows assembly language disassembled code for binary code, although it has various functions. By using these functions, it can be useful for grasping the operation function of the program to some extent. The following Fig. 5 shows OllDbg reverse engineering tool execution screen. 
V. Brightness and Darkness of Reverse Engineering
Reverse engineering techniques have both positive and negative aspects. Just as most technologies in the world have these two aspects, reverse engineering techniques have two aspects. Reverse engineering techniques allow the structure to be understood and analyzed for computer programs that do not provide source code. Reverse engineering techniques have positive aspects in many ways. It is a technique that is used to block attacks against malicious hackers through analysis of viruses or malicious codes. The concept of reverse engineering seems to rely on an economic cost-benefit analysis of each practice.
It also has a cost-saving aspect. It has the advantage of being able to get ideas about similar structures needed to develop new programs. And the trial and error in the program design and development process can be reduced.
In addition, while reverse engineering techniques have such positive aspects, they have many negative aspects. You can never really disassemble an application fully to it's original state before being compiled. Additionally, it can be very difficult to make anything of a disassembled application due to the obfuscation of the critical and important source code. Reverse engineering is not as easy as you might think. Often, the desired results are not achieved due to various complex environments. When reverse engineering is not successful, you have to pay for time and effort. In addition, there may be a problem of infringement of the intellectual property rights of the other party. Therefore, in some countries, there are cases where laws are set in relation to infringement of intellectual property rights related to reverse engineering of SW programs [7, 8] VI. CONCLUSIONS Reverse engineering techniques in SW programs have become popular in recent years. In particular, reverse engineering techniques for programs running on Windows operating systems are widely used. It is used to grasp the structure of a program through reverse engineering techniques or to grasp the detailed function of a specific function in a program. It is also used to analyze the behavior of malicious programs or virus programs.
In computer programs running on the Windows operating system, reverse engineering techniques can be divided into system level and code level. System level reverse engineering techniques are used to understand the overall structure of the program. Code level reverse engineering refers to performing reverse engineering on small units of code.
There are a variety of reverse engineering techniques for programs running on the Windows operating system. Related tools that support various reverse engineering techniques are being used. HHD Hex Editor allows you to edit binary programs in hexadecimal format. OllyDbg is a reverse engineering tool developed for program debugging. The OllyDbg reverse engineering tool has various functions. Reverse engineering is performed using these various tools.
Reverse engineering techniques have both positive and negative aspects. Reverse engineering techniques allow the structure to be understood and analyzed for computer programs that do not provide source code. On the other hand, the negative side may cause infringement of the intellectual property rights of the other party.
